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1. General Provisions
1.1. Sphere of the Regulations application.

I.1.1. These Regulations (hereinafter — the
“Regulation™) are construed in accordance with
Article 18.1 of the Federal Law dated 27.07.2006
Ne 152-FZ “On Personal data™ (hereinafter — the
“Federal Law on Personal data™), as well as
other applicable legislation, and constitutes the
main local regulatory document (local act) of
«Erickson International» LLC (hercinafter — the
“Company”, “Operator”, “Employer”).
determining key processing areas with regard to
the protection and processing of the Personal data
the operator of which is the Company
(independently or together with other persons and
entities).

1.1.2. The Regulations cover relations in
connection with the Company processing the
Personal data of any persons providing the
Company with their Personal data, by means of
automation facilities or without such facilities,
defines the order and terms of processing of the
Personal data and sets general requirements to its

safety.

1.1.3. The purpose of these Regulations is
compliance with requirements of Russian
Personal data legislation, protection of rights and
freedoms of a human and citizen upon Personal
data processing, regulation of the Personal data
processing in the Company and protection of the
Personal data from any and all improper use.

I.1.4. These Regulations comes into force from
the moment of signing and extends its effect to all
employees of the Company. The Company
ensures that employees are familiarized with the
Regulations against signature.

1. O6mme noJToKeHHsS
1.1. Cepa neiicreus nacrosuero Iogoxenns.

1.1.1.  Hacrosmee Ilonoxkenue (nanee -
«IMosnoxenne») paspaboTaHo B COOTBETCTBHH C
®enepaibHbIM 3ak0oHOM 0T 27.07.2006 Ne 152-D3
«O nepcoHalIbHBIX JaHHBIX» (fanee — «3aKon o
IlepcoHa/ibHBIX JAHHBLIX»), a TaKkKe HHBIM
MPUMCHUMBIM  3aKOHO/IATCILCTBOM M ABJISICTCS
OCHOBOIIOJIATAIOUIMM BHYTPEHHHM PEry/IsTHBHBIM
JIOKYMCHTOM (JIOK&JIbHBIM HOPMATHBHBIM aKTOM)
000 «3PUKCOH HUHTEPHEIIHIJI» (nanee —
«Kovnaunus», «Oneparop», «Paboroaaresib»),
ONpEACIAIOIIHM  KJIKOMEBBIC  HANPABICHUS  €ro
JeATeILHOCTH B 001acTH o0paboTKH M 3aluThl
[MepcoHanbHBIX JIAHHBIX, ONEPATOPOM KOTOPBIX
apasiercs  KoMmmnaHusi  caMOCTOATENIBHO  WIIH/M
COBMECTHO € JIPYTHMH JIMLAMH.

1.1.2.  TlosoxkeHue peryjMpyer OTHOILLEHHS,
CBSI3aHHBIC c 00paboTkoii Komnanueh
[TepcoHanbHbIX JIAHHBIX BCEX JIHLL,

NnpejocTaBlstommux cson IlepcoHanbhelie J1aHHbIE
Komnanmn, ¢ WCNOJNBL30BAHMEM  CPECTB
aBTOMATH3AUMK MK 0e3 MCHOJb30BaHHA TaKHX
onpeaesnseT NOPAJ0K W YCIIOBHS
obpaboTkn [TepconanbHbIX JIAHHBIX "
yCTaHaBIHBACT o0ume TpeboBaHus K
obecrieyeHHo UX 0€30MaCHOCTH.

CpeaCTB,

HACTOSIIETO [Monoxenus:
cobmoaenne  TpeOOBaHMIT  3aKOHOJATE/ILCTBA
Poccwuiickoii ®denepanuu B obnacTH
[TepcoHanbHBIX JAHHBIX, 3allUTa npas v cBobOj
yeJloBeKa M rpakjiaHuHa 1npu obOpaboTke ero
[TepcoHanbHbIX JIAHHBIX, peryampoBaHue
npoueccor 00padoTku IlepcoHANBHBIX JIAHHBIX B
OCYIIECTBICHHE 3a1IHTHI
HENPaBOMEPHOTO

1.1.3. Lens

Komnanuu "
[TepcoHanbHbIX  JIAHHBIX  OT
MCTIOB30BAHUS TAKUX JIAHHBIX.

1.1.4. Hacrosuwee TTonoxkenne BCTynaer B CHIIy ¢
MOMEHTA [OAIMMCAHHA M pacnpocTpaHseT CBOEC
aciicreue  Ha Becex  paborHukoB  Komnanuw.
Komnanus obecrnieunBaer O3HAKOMJIEHHE
paboTHukor ¢ [TonoxkeHneM Mo pocnuch.



1.2. The following terms used herein shall have
the following meanings:

- “Personal data™ shall be understood as
any information related to directly or indirectly
defined or defining individual;

- “Employer”, “Company” or “Operator”
shall be understood as «Erickson International»
LLC:

- “Personal data subject” shall be
understood as an individual whose Personal data is
processed by the Company;

- “Personal data processing” shall be
understood as any action (operation) or a set of

actions (operations) realized by means of
automation facilities or without such facilities as
involving the Personal data, including the

collection, recording, systematization,
accumulation, storage, updating (renewing and
altering), retrieving, using, transfer (distribution,
provision, access), depersonalizing, blocking,
deleting and destroying Personal data;

= “dissemination of the Personal data™
means actions related to making the Personal data
available to indefinite range of persons:

- “provision of the Personal data™ means
actions related to making the data available to a
definite person or a definite range of persons;

- “blocking of the Personal data”™ mcans
temporary cessation of the Personal data
processing (except for the cases when the
processing 1s necessary for updating of the
Personal data):

1.2. Crneaywomue ynorpebasemble B HAcTOSIIEM
JOKYMEHTE  TEePMHHBI  MMEIOT  CleAyloLHe
3HAYEHHA:

- «llepconanbuble  JaHHBIE»  03HAYAIOT
MoOYI0 HHPOPMALMID, OTHOCAILYIOCA K NPAMO
WIH KOCBEHHO orpeaeNecHHOMY WM

onpenenseMomMy (QHU3NYECKOMY JIHLLY:

«Kommauusy» Wi
000 «APHUKCOH

= «PaboToaarenby»,
«Oneparop»  03HA4alOT
HMHTEPHELLIHJI»:;

= «cyobekT  llepcoHALHBIX  JTAHHBIX»
o3Havaet (Qusnyeckoe swmuo, IlepconanbHble
JlaHHble KoToporo obpabatsiBatoTes KoMmanueii;

- «obpaborka [lepcoHANBHBIX JIAHHBIX»

O3HavaeT U00o0e JieiicTBHE  (omepauusi) MM
COBOKYITHOCTh JCHCTBHH (onepaumii),
COBEpPIIAEMBIX € MCHOJIL30BAHHEM  CPEJICTB

ABTOMATH3AUMH WM 03 MCIMONb30BAHUSA TaKHX
cpeacts ¢ llepcoHanbHbIMH JaHHBIMH, BKJIHOYAs
cOop, 3amMch, CHCTEMATH3allMIO, HaKOMJIEHHE,
XpaHeHue, yrouHeHue (0OHOBIICHHE, H3MEHEHHE),
HCITOJIB30BaHHE, nepeady
(pacnipocTpaHeHHe, TpeaoCTaBICHHE, JIOCTYI),
obe3MYuBaHue, OoKHpOBaHHE, yaajleHue,
yHuutoxkeHnue IlepconanbHbIX JaHHbIX!

H3BJICHCHHC,

= «pacnpocTpaHeHHue IMepconaabnbIxX
AAHHBIX» 03HAYaeT ACHCTBHUS, HANpaBJCHHbIE Ha
packpeITHE [lepcoHanbHbIX JIAHHBIX
HCOTIPEACICHHOMY KPYTY JIMIL;
= «npelocTaBlIeHne Iepconanbubix
JAHHBIX» 03HAYaeT JACHCTBHSA, HANPABICHHBLIC HA
pacKpbITHE [lepconanbubIx JAHHBIX
OTIPEC/ICIICHHOMY JIHILY WJIW OTIPEICICHHOMY KPYTY
ML

- «DJIOKMpoBaHKe ITepconanbnbix
03HAYaeT BPEMEHHOE TpeKpanieHne
IlepcoHanbHbIX JIAHHBIX (3a

ciydaeB, eca  obpadorka
ans yroudeHus  [lepcoHanbHbIxX

JAAHHBIX»
00padoTKH
HCKJTHOYEHHEM
HCOOX01MMa
JIAHHBIX );



= “destruction of the Personal data™ means
actions that prevent the Personal data from being
restored in the information system of the Personal
data and (or) actions aimed at the physical
destruction of the tangible medium of the Personal
data;

- “depersonalization of the Personal data™
means actions that prevent the Personal data from
being identified as belonging to the definite
individual without additional information:

= “cross-border transfer of the Personal
data” means transfer of the Personal data to the
territory of a foreign state to the state authority of
a foreign state, foreign citizen or foreign
company;

- “confidentiality of the Personal data”
means the obligation of the Company and other
persons who have gained access to the Personal
data not to disclose to third parties and not to
distribute the Personal data without the consent of

the Personal data subject, unless otherwise
provided by federal law;
0 “Personal data information system”

means the complex of the Personal data contained
in databases and the information technology and
technical means for processing it:

- “Automated processing of Personal
data” means processing of the Personal data by
means of computer technology.

1.3. The principles of the Personal data processing

[lepconaibHbIX
B pe3yabTare
HEBO3MOKHbBIM

[TepconanbHbIxX

- CYHHYTOKECHHEC
JAAHHBLIX» O3HAYaeT JciCcTBuA,
KOTOPBLIX CTAHOBHTCSH
BOCCTAHOBHUTL  COJEpKAHHE
JIAHHBIX B HHOPMALHOHHOT
[lepcoHanbHbIX JaHHBIX W (MIM) B pesyiabTare
KOTOPbIX YHHUTOKAIOTCSA MarepHalbHble
HocuTenw llepcoHanbHbIX TaHHBIX;

CHCTEMC

- «obe3 IHUHBaAHHE nepCOHaHbHLIX
JAAHHBIX» 03Ha4aerT JICHCTBUSA, B pe3yiabTare
KOTOpBIX CTAHOBHTCH HEBO3MOKHBIM oe3

MCTIONIL30BAHUA  JIOTIOJIHUTEILHOH  MHpOpMALIHH
onpeIeuTE  TIPHHAIEKHOCTL  [TepcoHanbHbIX
JAHHBIX KOHKpeTHOMY cvObekTy IlepcoHanbHbIX
JAHHBIX ]

- «TPAHCTPAHHYHAS nepejnaya
lMepconaabHBIX JaHHBIX» O03HAYACT [epesayy
[lepcoHanbHBIX ~ JAHHBIX ~ HAa  TEPPHTOPHIO
MHOCTPAHHOIO  rOCY/JapcTBa  OpraHy  BJacTH
HHOCTPAHHOTO  TOCYJapcTBa,  HHOCTPAHHOMY
GusnucckoMy MY WIM  HHOCTPaAHHOMY

IOPHIHYECKOMY JTHILY;

- «konuaeHunaabuocTh Ilepconaiibubix
AAHHBLIX» O3HayaeT obs3aHHocTh Komnanum u
HHBIX i, MOAYUHBILHX JIOCTYN K
[lepcoHa/IbHBIM JJAHHLIM, HE PACKPBIBATH TPETHHM
nuuaM W He pacnpoctpaHate [lepcoHanbHbie
nannble Oe3 cornacus cydobekra IlepcoHanbHBIX

JAHHBIX, €CITH  HHOE He  MpeayCMOTPEHO
(hesepaibHbIM 3aKOHOM:

= «HH(pOPMALHOHHAS cHeTeMa
[MepcoHaibHBIX JAAHHBIX» O3HavaeT

COBOKYTIHOCTb cojepkaimxcs B 0aszax JaHHbIX
[lepcoHanbHBIX JaHHLIX H O0eCreyHBalOIMX HX

00paboTky  MHPOPMALMOHHBIX  TEXHOJIOTHH W

| TEXHWYECCKHX CPCICTB,

- «ABTOMATH3INPOBAHHAS obpaboTka
[MepconaibHBIX JAHHBIX» O3HadaeT 00paboTKy
[TepCOHAMBHBIX J@HHBIX C [TOMOIUIBIO CPEJICTB
BLIYHCIIHTEILHOI TEXHUKH,

1.3.  Ilpunuunsr  obpabotrkn  IlepcoHanbHBIX



rest on the provisions of the Constitution of the
Russian Federation, the Labor Code of the
Russian Federation, the Federal Law On Personal
data and other regulatory legal acts promulgated
by the governmental authorities of the Russian
Federation.

1.4. The Company processes the Personal data
of the following categories of the Personal data
subjects:

(1) individuals entered into employment
relationships with the Company including former
employees, the relationships with whom are

terminated (hereinafter — the “Employees™)

(2) Employees™ relatives (hereinafter the

“Employees’ relatives™)

(3) candidates for vacancies (hereinafter — the
“Candidates™)

(4) affiliated persons (participants, shareholders,
beneficiaries of the Company and connected

persons)

(5) individuals concluding commercial
agreements with the Company

(6) employees, representatives, management
bodies, participants, beneficiaries of

counterparties, representatives of counterparties
(potential {hereinafter
“Representatives of counterparties™)

counterparties)

(7) representatives of the authorized bodies
including courts.

1.5. The Personal data that may be processed
by the Company.

1.5.1. The list of the Personal data processed may
be set by the Company in a separate document in
accordance with these Regulations depending on
the category of the Personal data subject and
purpose of the Personal data processing.
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JIAaHHBIX ~ OCHOBBIBAIOTCA ~ HA  MOJOKEHUAX
Koncturyuun Poccuiickoii Mdenepann,
Tpyaosoro Koaekca Poccuiickoii ®enepauun,
3akona o IlepcoHaNbHBIX JIAHHBIX M MHBIX
HOPMATHBHBIX NpaBoBbIX akTtax Poccuiickoil
denepannn.

I.4. Komnanusa obpabarsiaer llepconanbnbie
JaHHBIE CHEJAVIOINHX KaTeropui cydbLekToB
IlepconajbHBIX TaHHBIX:

(1) duznyeckne nMua, BCTYNMBILEE B TPYIOBBIE
otHomenuss ¢ Komnanuei, Bxatouvas ObIBIIMX
pabOTHHKOB, ¢ KOTOPBIMH TPYJOBLIE J0TOBOPbI
npexpateHsl (anee — « PaboTHHKHY)

(2) PaGoruukor  (jasiee

«PoacTBeHHHKH paloOTHHKORBY)

POJACTBCHHHKH

(2) kaHaMAaThl Ha  3aMellleHHe  BaKaHTHBIX

JomKHocTel (nanee — « Kanauaarsi»)

(4) apdunupoBanubie  JHUA
akuuonepsl,  deneduuMaps
CBSA3AHHBIX JIUIL)

(Y4acTHHKH,
Komnanun ]

(5) dusnueckue nmua, ¢ xoropeiMu Komnanus

3aK/1I0YaeT  JIOTOBOPhLI  I'PAKIAAHCKO-TIPABOBOI0
Xapakrepa

(6)  pabOTHMKH.  NPEACTABHTENH,  OpPraHbl
VIIpaBICHNS, YYACTHHKH, Obeneduumapusie
BIAJCbIBI  KOHTPATEHTOB  (MOTEHUHAIBLHBIX
KoHTparentoB) (manee — «[llpeacraBurenn

KOHIPATEHTOBY)

(7) NPEACTABHTCIIH YITOJIHOMOYCHHBIX OpPraHoOB, B
TOM YHCIIC, CY10B.

1.5, Mepconaibuble J1aHHBIE, KOTOPBLIE MOIYT
obpadareiBaThes KomMmnanuen.

1.5.1. [Tepeuens obpabaTbiBaeMbIX
[TepcoHanbHbIX JIaHHBIX MOXKET ObITh YCTAHOBJ/ICH
Komnanueii B OTACHBHOM  JIOKYMEHTE B
COOTBETCTBHH C HaCTOALUIHUM [TonoxeHueM B
KaTeropuu cyObeKTa
M uenn  obpaborTku

or
JIAHHBIX

3UBUCHMOCTH
[lepcoHanenbix



1.5.2. The Company does not process the Personal
data of special category except for the cases
provided for by the Russian legislation and
necessary for the purposes set by law.

1.5.4. Biometric Personal data are not processed
by the Company.

1.6. The Purposes of Personal data processing.

1.6.1. The Company processes the Personal data
for the following purposes:

- Compliance with the legislation of the
Russian Federation

- Realization of targets specified in the
Company’s Charter

- Lo
relations

personnel,
and

Recruitment,  adding
conducting of employment
providing corporate privileges

Ensuring security of Employees, their
property and the property and assets of the
Employer and controllership over the attendance
of the Employer’s premises

= Settlement of conflict of interests and
conducting internal investigations

- Concluding and performance of contracts,
representation and protection of the Company’s
interests, due diligence

Marketing events

Other purposes not prohibited by the
current legislation.

1.6.2. The purposes of the Personal data

ITepcoHanbHbIX JaHHBIX.

Komnanusa we ocyuectBaser obpaboTky
crnenmanbHeIX kareropuit [lepconaiibHbIX JaHHBIX
32 HCKIIOYCHHEM CJIYYaeB, [pelyCMOTPEHHBIX
3akoHoaTenbeTBOM Poccuiickoii Mejepaunn w
HEOOXOIMMBIX  JUIS  Lesiel,  YCTAHOBJIEHHBIX
3dKOHOATCIILCTROM,

1.5.3. buomerpuueckue IlepconaibHble naHHbIE
He oopabatbiBatoTca KoMnanueii.

1.6. Lean odpadorku IlepconaabHbIX 1aHHBIX.

1.6.1. Komnanus obpabareiBaet Ilepconanbhbie
JIAHHBIC B LCJIAX:

= Cobaronenne 3aKOHO/1aTe/ILCTBA
Pocceniickoii ®deaepainn
= Peannsaums  ycraHOBNeHHBIX — YcTaBoM

uesiel aeareasHoctn KoMmnanuu

[Tonbop  mnepconana,  BKIKYCHHE B
KaJIpOBBIH  pe3epB, OCYUIECTBICHUE TPYJIOBBIX
OTHOIUCHUI M TPEAOCTABICHHUE KOPNOPATHBHBIX

NIPHBHIIETHH

Ob6ecneuenue 6eszonacHoct PaboTHHKOB,
PabGoronarens u PaborHukoB #
3a MoCelICHUEM MOMEILICHHUH

HMYIIIECTBA
KOHTPO.1b
Pabortonarens
- YperyaupoBanue KOH(PIHKTa HHTEPECOB H
IPOBEJICHHE BHYTPEHHHUX pacciie/10BaHHi

= 3akioueHune HCITOJIHEHHE  JIOTOBOPOB,
npescrapiedue M 3ammnta uurepecos Komnanum,
cobumo1eHHe JIOJIKHOH OCMOTPHTEIBHOCTH

H

- IIposenenune MapKeTHHIOBbIX
MEPOINPHATHH
- Hubie e, He 3anpenieHHbIe

Jlt.‘ﬁCTB_VIOI.I [HM 3aKOHOJIATC/IbCTBOM.

1.6.2. Ilenn oOpaGarbiBaeMbix TlepcoHanbHBIX



processing may be set by the Company in a
separate document in accordance with these
Regulations.

1.7. Personal data processing methods:

1)  With  automation facilities including
information and telecommunication networks:

2) Without automation facilities.
3) Mixed processing

1.8. The list of actions with Personal data

collection, recording, systematization,
accumulation, storage, updating (renewing and
altering). retrieving, using, transfer (dissemination,
provision, access, cross-border), blocking, deleting
and destroying

1.9. The legal basis for Personal data
processing: Labor Code of the Russian Federation
dated 30.12.2001 Ne 197-FZ, Tax Code of the
Russian Federation (part 1) dated 31.07.1998 Ne
146-FZ, Tax Code of the Russian Federation (part
2) dated 05.08.2000 Ne 117-FZ, Civil Code of the
Russian Federation (part 1) dated 30.11.1994 Ne
51-FZ, Civil Code of the Russian Federation (part
2) dated 26.01.1996 Ne 14-FZ, other legislation
and local regulatory acts of the Company, charter
documents of the Company, consents on Personal
data  processing, performance of
functions, powers and authorities of the company,
exercising of the Company and third parties’ rights
and legitimate interests and other legal basis in
accordance with the current legislation.

contracts,

AaHHBIX MOI'yT ObITh YCTaHOBJICHBI Komnauueii B
OTACIBHOM COOTBCTCTBHH C

Hacrosumm Ionoxenuem.

JAOKYMCHTE B

1.7. Cnocodsl
JMAHHBIX:

obpadborkn  IlepcoHajibHBIX

I) ¢ MCTIONIB30BAHHEM CPEJICTB aBTOMATH3ALHH, B
TOM uucIe B HH(}pOPMAIIHOHHO-
TEJICKOMMYHHKAUHOHHBIX CETAX;

2) Be3 MCrnoIb30BaHNS CPEJICTB ABTOMATH3AIIMH.
3) cmewannas obpaborka

1.8 Tlepevennr jgeiictemii ¢ Ilepconanbubivu
NAHHBIMH

cOop, 3almch, CcHCTEMaTH3alUHA, HAKOIUICHHE,
XpaHeHHue, yTouHeHHe (0OHOBIeHHE, H3MEHEHHE),
H3BJICUEHHE, MCIOJIb30BAHUE, nepezaya
(pacnpocTpanenue, [pejloCTaBleHHe,  JIOCTYII,
TPAaHCIPaHHuHAs  nepeiava),  OIOKMpOBaHHe,
VAIeHHEe, YHHYTOXKEHHE

1.9, Tlpasosbie  ocHoBanus  00padoTKmM
ITepconansupix  aauusix: Tpyaosoit  Kojekc
Poccuiickoiit ®eaepaunn ot 30.12.2001 Ne 197-
@3, Hanorossiii koaeke Poccuiickoit ®eaepaumn

(wacte mepBas) ot 31.07.1998 Ne 146-D3,
Hanoroseiii  koaekc Poccuiickoii  ®enepauun
(vacte Bropag) ot 05.08.2000 Ne 117-D3,

I'pamaanckuii koaeke Poccwiickoii Menepaumnn
(wacte nepsas) ot 30.11.1994 Ne 51-d3,
['paxnanckuii koxeke Poccuiickoit deacpanmn
(vacte BTOpas) ot 26.01.1996 Ne 14-d3, uusble

HOPMATHBHBIC  AKThl  3aKOHOJATElbCTBA M
NOKaJlbHBIC  HOpMaTHBHbIe akThl  Komnauuu,
ycTaBHble  JokyMeHThl  Komnanum, corzacus
cybrexktor  ua  obpaborky  [lepconanbHbix
JaHHBIX, JIOTOBOPBI, OCYLIECTBIIEHHE "
BLITOJIHEHWE  BO3JIOWEHHBIX  HAa  KOMIIAHHIO
dyHKUMA,  nonHOMOYMI M 0043aHHOCTEH,

OCYUICCTBIICHHE [1PaB M 3aKOHHBIX WHTCPECOB
KoMrannu iy TpeTbHX JIHIL U JAPYIHE OCHOBAHUS
B COOTBETCTBHH c NEHCTBYIOUIHM

3UKOHOAATC/IBCTBOM.



2. Principles of the Personal data processing by the
Company

The Company performs processing of the
Personal data on the basis of the following
principles:

basis of Personal data

= lawful and fair

processing

= limitation of Personal data processing by
reaching definite pre-determined and lawful
purposes

= inadmissibility of Personal data processing
incompatible with the purposes of collecting
Personal data

data,
to

= ensuring accuracy of the Personal
sufficiency and relevance in relation
processing purposes

= ensuring confidentiality of the Personal data
being processed

= inadmuissibility of combining databases
containing the Personal data processing of
which is conducted for incompatible purposes

= storage of the Personal data in the form
allowing to determine the Personal data
subject no longer than necessary to achieve
the processing purposes, if the storage period
for Personal data is not established by
applicable legislation, an agreement to which
the Personal data subject is a party

data upon
purposes as well as
cease to be relevant
specified by current

= destruction of the Personal
achieving processing
when such purposes
unless otherwise is

legislation.
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2. lpununnst obpaboTin
Komnanmueii IepconajbHbIX JaHHBIX

Komnanus OCYLIECTBIIAET 00padoTKy
IlepconanbHBIX JaHHBIX Ha OCHOBaHHH
CJIEAYIOUIMX NPHHLIMITOB:

= 3aKOHHOH H CTIpaBeUTHBOMH OCHOBE

oopabo1kn IepcoHanbHBIX JaHHBIX
= orpannuecHusi  obpabotku  TlepcoHanbHBIX
JAHHBIX JIOCTHKEHHWEM KOHKPETHBIX, 3apaHee
OMpE/ICTICHHBIX W 3aKOHHBIX LeeH

= HejaonyctuMocTH obpabotku [lepcoHanbhbix
JAHHBIX, HE COBMCCTHMON ¢ uensmu cbopa
[lepcoHabHBIX JTAHHBIX

= obecnieyenns  Tounoctu  [lepcoHanbHbIX

JAHHBIX, MX JIOCTATOYHOCTH M aKTYaJbHOCTH

uensM  obpadoTkm

1o OTHOILUCHHIO K

[TepcoHaTbHBIX JaHHBIX

= oOecrneueHus KOH(pHIeHUNAITBHOCTH
obpabatsiBaeMbIX | lepcoHasIbHBIX JaHHBIX

= HeHONMYCTHMOCTH OObeAMHEHHS 0a3 JaHHBIX,
cogepxaumx  [lepcoHaneHble  JIaHHBIE,
00paboTKa  KOTOpbIX — OCYILIECTBISETCA B
1e/1SX, He COBMECTUMBIX Meskay coboii

= xpanenns [lepcoHanbHbIX JaHHBIX B (hopme,
MO3BOSOLIECH ONpeaeIHTh cyObekTa
IlepcoHasIbHBIX JIAHHBIX, HE J0JblUE, HYEM
yToro TpebyloT uenn MX o0pabOTKH, eCciH
cpok xpaneHus [lepcoHanbHbIX JIAHHBIX He
VCTAHORJIECH MPHMEHHUMBIM
3aKOHOJATEIbCTEOM, JI0TOBOPOM, CTOPOHOMH
kKoTtoporo sisusiercss cyobekt llepcoHalibHbIX
JIAHHBIX

= VHUYTOXKEHHS 110 JIOCTHKEHHH  ILeIeH

o6paborkn TlepcoHanbHbIX JIAHHBIX HIH B

cllydae  yTparel  HCOOXOJMMOCTH B HX

JNOCTHACHUM, €C.IM MHOE HE NPELyCMOTPEHO

JIEHCTRYIONIMM 3aKOHO/1aTEIbCTBOM.



3. General rules and terms of Personal data
processing

3.1. Conditions of the Personal data processing
depend on a category of the Personal data. The
Personal data processing is carried out by the
Company in compliance with the principles and
rules provided for by law and these Regulations.

3.2. In case the Personal data processing requires
consent pursuant to applicable legislation, the
Company shall proceed with processing of the
Personal data only upon receipt of consent.

3.3. The Personal data subject decides on the
provision of the Personal data and agrees to its
processing freely, of his/her own free will and in
his/her interest. Consent to the Personal data
processing must be specific, objective. informed.,
conscientious, unambiguous. Consent to the
Personal data processing can be given by the
Personal data subject or his/her representative in
any form that allows to confirm the fact of 1ts
receipt, unless otherwise provided by federal law.

3.4. The Company collects the Personal data
directly from the Personal data subject. If the
Personal data can only be collected from third
parties, the Company shall notify the Personal
data subject except for the cases stipulated by the
current law.

3. Ob6mme mnpaguaa u  ycaosus  obpaboTku

MepconaabHbIX JAHHBIX

3.1. Veaosus obpadotku [TepcoHanbHbIX J1aHHBIX
3aBHCAT OT Kateropun [lepcoHalbHBIX JaHHBIX.
Oo6padoTka TTepconanbHbIX JIAHHBIX
ocymectrisercs Kowmnanueit ¢ cobmoaeHnem
MPUHUHIOB W LpaBWiI,  MPELyCMOTPEHHBIX
3aKOHOAATEILCTBOM U HacTodumm Tlonokenuem.
3.2, B cnydae, ecam  Ha  00paboTKy
[MepcoHAMBHBIX  JAHHLIX B COOTBETCTBHM €
JEHCTBYIOUIMM 3aKOHO1aTeTLCTBOM 0T KoMnaHuu
Tpebvercs nomydenue cornacus, Komnanus
OCYILCCTRIAET oGpaboTKy llepcoHasbHBIX
JIAHHBIX TOJILKO MOCIE MOTYHYEHHs COTJIacHs.

3.3. CyObekT IlepcoHaibHbIX JaHHBIX IPHHHUMAET
peuicHue 0 npejaocTasicHuu ero IlepconaibHbIX
JaHHBIX W JIaeT corjiacdie Ha HX 00paboTky
CBOOOIHO, CBOeH BOAECH W B CBOEM HHTEpece.
Corznacue Ha odpaborky IlepconanbHbIX JaHHBIX
JIOJGKHO  ObITh  KOHKPETHBIM,  [PEJIMETHBIM,
MHPOPMHPOBAHHBIM. CO3HATEITBLHBIM H
oanosHauneiM.  Corzmacue  Ha  00pabOTKY
[TepcoHalbHbIX  JAAHHBIX  MOKET ObITh  J1AHO
| cyObexktoMm [lepcoHasibHBIX  JIAHHBIX  MJIM - €ro
| nmpeacraBuTeieM B 000 MO3BOJISIOUICH
! noATBepANTL (hakT ero noaydenus Qopme, eciu
HHOE HE YCTAHOBJICHO (he/1epaibHbIM 3aKOHOM.

3.4. Komnanus nony4aet [lepconaibHbie MaHHbIE
HerocpeIcTBeHHo v cyobekta  IlepconanbHbIX
nanvsix. Ecim ke [lepconanbibie JlaHHbIe MOTYT
ObITH  {IOJIVIEHBl TOJILKO Y TPETbHX JIMIL, TO
' Komrnanus o8s3ana yBea0MUTh 00 3TOM cyObeKTa
IlepcoHanbHblX  JIAHHBIX, UCKITIOUCHHEM
C1yvaes, YCTaHOBIIEHHBIX JEHCTBYIOLIHM
3aKOHO1ATEILCTBOM.

3a




4. Safekeeping and use of Personal data

4.1. The Operator shall keep and use the Personal
data in compliance with the requirements of the
Federal Law on Personal data and other laws and
regulations.

4.2. The Company uses paper and machine media:

Paper media means a paper document containing
Personal data.

Machine media means material media used to
store information processed by means of computer
technology.

4.3. The Operator shall protect Personal data from
improper and unauthorized use or loss at its own
expense and in accordance with procedures laid
down by the current legislation.

4.4. Access to Personal data is provided subject
to:

4.4.1. familiarization against signature with the

. . |
Personal Data Processing Regulations and other

local regulatory acts:

4.4.2. signing an obligation to comply with the
Personal data processing rules and not to disclose
Personal data

4.5. It is not allowed to process Personal data in
conditions letting persons, who do not have access
to Personal data, view this data.

4.6. It is not allowed to provide Personal data and
/ or documents containing Personal data, their

copies, parts, extracts from them, to persons who "

do not have the right to access such information or
the authority to request such information.
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4. Xpauenwe u wucnosibdosanue TlepcoHaIBHBIX
JAAHHBIX

4.1. Onepatop  XpaHuT H HCIIOIB3YET
[lepcoHaibhble  JaHHbIE B COOTBETCTBHH  C
tpeGosannsamu 3akona o TlepcoHanbHBIX JAHHBIX
M MHBIX HOPMATHBHBIX 11PABOBBIX AKTOB.

42, Xomnaums MCTIOJIb3yeT  OyMakHbIC W

MAalIMHHBLIC HOCHTEJIH:

BymakHbiil HOCcHTENb — OYMakKHBIH JOKYMEHT,
conepuxauii IepconanbHble JaHHBIE.

HOCHTEIIb -
MATepHATLHEIT HOCHTENB,  MCTIONB3YeMBli  JUTS
xpaneins  uHdopMaimn,  oOpabaThiBacMoii ¢
MOMOILLBLIO CPEACTB BbIYUCINTEILHOH TEXHUKH.

MartmHHbI

43,
npeycMOTPEHHOM
3aKOHOJATEIBLCTBOM,  OOeCrne4YnBaeT  3alUTy
IepconanbHbIX JaHHbIX oT yTpaThl,
HEIPABOMEPHOTO M/WIN HECAHKLIHOHHPOBAHHOTO

Oneparop 3a cBOH cuer M B MOPAIKE,
JEHCTBYIOUIHM

JIOCTVYIAa K HUM.

44. Jlociyn K
MPEAOCTABIACTCS MIPH YCIIOBUH:

[TepconaibHbIM - JIAHHBIM

4.4.1. 03HAKOMJIEHHA MO/ POCIUCH € HACTOALIHM
[ToavxenneM H HHBIMH JIOKaJIbHBIMH
HOPMATHEHLIMH akTaMn KoMnannu;

4.42. noanucaHus o0s3aTeNbCTBA O COONIOIEHHH
npaeit ofpaborkn IlepconanbHbIX JaHHBIX H
nepasriawennu [epcoHanbHbIX JaHHBIX

4.5. He jgonyckaercs OCYUIECTBIATH 00pabOTKy
[MepconablbIX JIAHHBIX B YCIIOBUSX,
MO3BOJIAIOIHX OCYLIECCTBUTD MPOCMOTP
[TepcoHaibHBIX TaHHBIX JIMLAMH, HE WMEIOILMMH
K HiM 10CTYIIA.

4.6. He JonycKaeTes npejlocTaBliIeHne
[lepconaibHBIX JAAHHBIX W/ HIW JIOKYMCHTOB,
cosjepakatix [lepcoHaibhble JaHHbIE, HX KOTIHIA,
HaCTeil, BHLICPKCK W3 HHX, JIMLAM, HC HMCIOLLUM
takoi  uHopMalMH  HIH

npasa J0cTyna K



4.7. If it is necessary to provide Personal data /
documents containing Personal data to third
parties, such information is provided if there is a
confidentiality agreement or other grounds
provided for by law.

4.8. The Operator shall secure storage of the
Personal data in premises with controlled access.

4.9. The storage of Personal data must be carried
out in a form that makes it possible to identify the
Personal data subject, no longer than the purpose
of Personal data processing requires. The specific
storage period for Personal data can be established
by an agreement to which the Personal data
subject is a party, the consent of the Personal data
subject to the Personal data processing, other
documents.

4.10. Documents for different purposes should be
kept separate.

4.11. Upon receipt of any Personal data, the
Employee determines whether he/she has the right
to access such data. If the Employee has gained
access to Personal data by accident in the absence
of the right to access such data, the Employee
informs the person from whom the data was
received, and if it is impossible to identify such a
person, the person responsible for Personal data
processing arrangement. In this case, Personal

data and / or documents containing Personal data |

are transferred to the person responsible for
Personal data processing arrangement or deleted /
destroyed at his/her direction.

4.12. If Personal data is received by the Company

by accident (the Company has no aim to collect ‘ NOCTVIaKo] B
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MOIHOMOYHIT VISt 3a1ipoca Takoil HHOPMALIHH.

4.7. llpn  HeOOXOAMMOCTH  mpenocTaBACHMUS
lMepconaneubix  nawmwix  /  g0KymeHTOB,
conepkamx IlepcoHanbHbIX JaHHBIX, TpeThUM
JiuaM, Takas HHGoOpMaius peaoCcTaBaseTcs npu
HATMYMH  COTTIAIICHHS O KOH(HICHIIHAIBHOCTH
WIH  HHOIO  OCHOBaHMA, NPCAYCMOTPEHHOrO
3dKOHOIaTEJILCTBOM.

4.8.  Omnepatop  obecrieunBaeT  XpaHeHHe
[lepcoHaiibhpIX  ZaHHBIX B [OMEIIEHHSX ¢
KOHTPOJIMPYEMBIM JIOCTYIIOM.

4.9. Xpancuune TTepconanbHbIX JAHHBIX JOJIKHO
OCYUICCTBISTRCA B (opMe,  103BONFIONICH
onpeicimTh cydbekta IlepcoHanbHbIX J1aHHBIX,
HC JOJIBIIE, HeM 3TOro TpedyloT ienn o0paboTku
liepconaaphbix  nanubiX.  KOHKpeTHBIH  cpok
XpaHeHHa llepcoHaibHBIX JaHHBIX MOMKeT ObITH
VCTAHOBJICH  JIOTOBOPOM,  CTOPOHOH  KOTOPOTo
ABnseTCs  cyObekt  IlepcoHanbHbIX  JIaHHBIX,
cornacueM cyowexta IlepcoHanbHBIX JaHHBIX Ha

00padoTky  TlepcoHa/IbHBIX  JaHHBIX, HHBIMH
JIOKYMEHTAMH.
4.10.  JIoKyMeHTBI,  TIpeJHA3HAYCHHBIE  JUIA
pasiiMyHbIX Lenei, JIOJIKHBI XPaHHUThCSH
pasnessHo.

4.11. Tlpu nonyuernn mo6uix TlepconanbHbIx
Jauusix  PudoTHUK onpesiesisier, UMeeT M OH
MpaBo J0CTYNa K TakWM JanHbeIM. B ciyvae ecnm
Paboruuk nonyunn jgocryn k Ilepconanbubim
AGHHBIM  CYYaHHO 1PH  OTCYTCTBHHM  Tpapa
JAOCTYIIA K TakuM JlaHHbiM, PaboTHuMK coobmaer
00 ITOM JHILY, OT KOTOPOTO MOJYYEHBI JaHHbIE, a
MPH HEBO3ZMOKHOCTH ONPEIe/ICHHS TAKOr'o JIHLA —
OTBETCTBEHHOMY 33 opranusanuio obpaboTku
llepconanbubix  nanueix. B nanHom  ciyvae
llepconaibuble paHHble M/ WIM  JIOKYMEHTBI,
coaepAatme [Tepconansheie JAHHBIC
NepelaloTes OTBETCTBEHHOMY 3a  OpraHu3aliHio
00padoTKM  NEPCOHAIBHBIX  JIaHHBIX  JIHOO
YAUIAIOTCS / YHHUTOKAKOTCA 110 €0 YKa3aHHIo.

4.12. B cayyae ecan llepcoHanbHble nanHble
pacnopsbkene  Komnanuu



it), the Company is not deemed as operator and
shall delete, destroy such Personal data.

4.13. Consents to the Personal data processing are
kept at the Company within the whole period for
which such consents are given followed by an
additional period set by the current legislation for
keeping such documentation.

4.14. Upon dismissal of an Employee who has
access o Personal data, documents and other
media containing Personal data are transferred o
another Employee who has access to Personal
data at the instruction of the head of the
department of the leaving Employee or another
authorized person.

4.15. When going on vacation, a business trip and
in other cases of a long absence of the Employce
at his/her workplace, he/she is obliged to transfer
media containing Personal data to another person
on the basis of an order of the manager or another
authorized person. If such a person not
appointed, then the media are transferred to
another Employee who has access to the
transferred Personal data.
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cayuaitno (6e3 uean cbopa ynx IlepcoHanbHBIX
Aanubix Komnauwueii), KoMnanus He npH3HAETCA
orepatopom INepconanbibiX JaHHBIX H 06s3yeTcs
yIaiuTh, VHHYTORHTL Takue llepconanbhbie
JIAHHBIC,

4.13. Cornacus Ha obpaborky IlepcoHalibHBIX
nauHbix Xpatstes B KoMnanuu B TCHCHHC BCCrO
CpOKa, Ha KOTOPbIH BbUIAHBI TaKWE CoOrjlacus w
CpOKA, YCTAHOBIGHHOIO JUIS XPaHEHHs TaKoOH
JOKYMCHTALMH JICHCTBYIOLUM
3JUKOHOAATE/ILCTBOM.

4.14. Tlpn yeoabHenun PaboTHHKA, HMEIOIIETO
jocTyn K [lepcoHanbHbIM JIaHHBIM, JIOKYMEHTBI H
MHbic HocuTenu, coacpxaiune Ilepconanbhbie
JaHHble, nepepatorcs  jpyromy  PaGoTHuky,
HMerolIeMy AocTyn K TlepcoHaNbHBIM JIaHHBIM 11O
VKa3aHHIO PYKOBOAUTEIS oTaena
yBoibHAtomerocs  PaboThuka MHOTO
YIIOTHOMOYEHHOIO JIMLA.

HITH

4.15. llpn yxone B OTIYCK, KOMaHAHPOBKY H B
MHBIX  CIIY4asX  JUIHTCIBLHOIO  OTCYTCTBUA
PaGoTHHKa Ha cBOeM padodyeM Mecte OH 00s3aH
nepetaTh HocuTenn, coiepaautme IepeoHanbhbic
JlaHHble, WHOMY JIMIlY Ha OCHOBAHHMH IIpHKa3a
PYKOBOJMTENS MW HHOTO  YIOJHOMOYEHHOTO
auna. B cavaae ecin Takoe JIMLIO HE Ha3HAYEHO,
TO HOCHTEIW fepejatoTes apyromy PadoThuky,
nveronieMmy  octyn K [TepcoHanbHbIM JIaHHBIM,
KOTOphBIC Mepe/1arTes.



5. Confidentiality of Personal data. Provision of
Personal data

5.1. The undertakes the

following:

Company hereby

5.1.1. Subject to the present Regulations, not to
disclose the Personal data to third parties without
the prior consent, except in cases provided for by
the current legislation;

5.1.2. Not to disclose the Employee’s Personal
data for any commercial purposes whatsoever
without the Employee’s written consent;

5.1.3. To serve a warning on any party or parties
receiving the Personal data from the Company to
the effect that such data may only be used for
purposes that have been communicated thereto.
Any party or parties receiving the Personal data
from the Company is/are obliged to treat such data
in strict confidence. This provision does not apply
to cases when exchange of the Personal data is
carried out pursuant to the current legislation;

5.1.4. To permit access to Personal data only 1o
the Company’s authorized officers. The aforesaid
officers shall have access only to such Personal
data that may be required by such officers for
performing their specific functions:

5.1.5. To communicate the Personal data within
the Company in compliance with the requirements
of these Regulations and other local regulations of
the Company if applicable;

5.1.6. Not to requirc Employees to provide the
Personal health data, except such data which
relate to the ability of an Employee to perform a
job function:
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5.1.3.

| Tpebosanne

5. Konduaenunaasnocts IepconaabHbIX JaHHBIX.
Mpenocrasiaenne MepconaabubIX JaHHBIX

5.1. Komnanus HacTosLIMM NPHHHMAET Ha cels
cliejyronme ods3aTebeTBa:

5.1.1. C yuerom wHactosiuiero llomoxkenus He
npzjgoctapnars Tpethim miiaM  [lepconanbhbie
Janneie  0e3  npeaBapHTeiILHOrO  corjacHs, 3a
HCKJIIOUEHHEM  CJIydaeB,  MPeJlyCMOTPEHHBIX
JCHCTBYIOLIMM 3aKOHO/1aTCIbCTBOM,

5.1.2. He packpsiBate [lepcoHaiibHble JaHHbBIC
PaGotHuka B KOMMepueckux 1uensx Oe3 ero
TIMCBMCHHOI O COTTTIACHA HA TAKOE PACKPLITHE,

[Ipeaynpexiats  BceX JIHMIL, KOTOPBIM
Komnauus tepenact llepcoHanbHbie JaHHbIC, O
TOM, 4YTO 3TH JIAaHHBIE MOIYT HCIOJIb30BaThCH
ML B LEJIAX, I8 KOTOPLIX OHM cooduieHsl. Bee
adua,  noayyawowme  IlepconaiibHbie  JMaHHBIC,
00s3aHbI CTPOro cobaoaaTh
KOH(MICHUHAIBHOCTL B TAKHX
JIAHHBIX. Jannoe MoJgoKeHNE He
pacrpocTpaHseTcs Ha ciydau, Korjaa oOwmen
[lepcoHalbHBIMI  IAHHBIMH  OCYHICCTBIISCTCSH B
nopsijike, YCTAHOBICHHOM JICHCTBYIOIIIMM
3aKOHOAATEILCTBOM:

OTHOUWICHHH

5.1.4. Tlpenocragaste noctyn K [lepcoHaibHBIM
JIAHHBIM TOJIBKO CIEUHAIBHO YIOITHOMOYEHHBIM
JAOIKHOCTHBIM - Jiitam  KoMnanuu, 1ipu HToM
VKa3aHHble 1HLA J0TAHLI HMETh TIPABO 1MOJy4aTh
To.bko  Te llepconasibHble JIAHHBIC, KOTOpbIC
HCOOXO UMbl MM JUIS BBITIOJHEHUS KOHKPETHbIX

JIOJKHOCTHBIX (YHKLIMIAL

5.1.5. OcymectBasgib nepeaavy IlepcoHanbHBIX
JaHHbiX BHYTpH KommaHuum B COOTBETCTBHH C
HactTosumM lonoxeHneM U MHBIMH JIOKAbHBIMH

HopmaruBHbiMi  axtamu  Komnawum, — ecim
NPHMEHAMO,

5.1.6.  He  tpedosars ot  PaborHukos
MPEAOCTARICHHA  JAHHBIX O COCTOAHMH  MX

3,10POBbS, 3d HCKITHOYCHHUEM CIIYHACB, KOIj1a TaKoc

CBA34AHO C Onpee/IcHHEM



5.1.7. To communicate Personal data to the
representatives of the Personal data subjects under
the procedure established by the Russian Labor
Code and effective legislation, and even then to
limit such communication to the Personal data
which is required by the said representatives for
performance of their functions.

5.2. The Company is entitled to transfer the
Personal data to the third parties for processing on
the grounds of the consent or in case there is other
ground stipulated by the current legislation.

5.3. The transfer of Personal data can be carried
out with and without an assignment 10 process
Personal data. In the case of transfer without an
assignment, the third party to whom the Personal
data was transferred acts as an independent
operator.

5.4. If the processing of Personal data is assigned
to a third party, the Company undertakes to obtain
the consent of the Personal data subjects whose
Personal data is to be processed by such a third
party unless otherwise is specified by the current
legislation. The Company is liable to the Personal
data subject for the actions of such a third party.

5.5. The Employee shall maintain confidentiality
in relation to any Personal data to which he/she
gains access, as well as confidentiality in relation
to information about Personal data protection

tools, e¢lements of  information  systems
infrastructure, procedures adopted by the
Company.

criocoOHocTH PaboTHHKA BBINOJHATL TPYIOBYHO
GyHKLIHIO:

5.1.7. Tpenocrapnars  [lepcoHasbHBIE  JIAHHBIC

npejctaButeliaM  cyObekToB  TlepcoHaibHBIX
JaHHBIX  TOJBKO B [OPSJIKE, YCTAHOBJICHHOM
Tpynoeeim kogaekcom Poccuiickoit Menepauun u
JACHCTBYIOUIHM 3aKOHOATEILCTBOM.
[lpeaocrasienne Ilepconanbubix JAHHBIX

OrPAHMYUBACTCH TOJILKO TEMH JAHHBIMH, KOTOPbBIC
HeOOXOAUMBl TIPEACTABUTEIAM JUIS BBITTOJIHEHNSA
CBOMX (pyHKIIMIL.

5.2. Komnanus BIIpaBe rnepesiaBarth
llepconanbuble JaHHbIe TPEThUM JIMLAM JUId
00paGoTKH HAa OCHOBAHMM corjacus cyObekTa
[lepcoHalIbHBIX JAHHLIX WIH TIPH HAIHYHH HHOTO
OCHOBAHHUS. TPEAYCMOTPEHHOTO  1eHCTBYIONIHM
3AKOHO.1aTeJIbCTBOM.

5.3. Tlepenaqa IlepcoHanbHBIX JIAHHBIX MOMKET
OCYLIECTBIATLCS € 1OpydeHHem Ha o0paboTKy
[lepcoHasIbHBIX JaHHbIX W O€3 TAKOro Mopy4eHus.
B cayuae nepenayun 0¢3 NOpyuCHUs TPEThE JINLO,

KotopoMmy repefadb  llepconanbHele  JaHHbIE,
BLICIYIIACT B KAYECTBE  CAMOCTOATECJIBHOIO
orepaTopa.

5.4, [Mpu nopyuernn oGpadotkn IlepcoHanbHbIX
Aamtbix Tperbim Jiuam Komnauua obsasyercs
NOJIVINTH corjiacus CyObEKTOB, YhH
lepconaibhbie  JdaHHbIC nepetarTes Ha
00paboTKY TAKOMY TPETheMy JIMILY, €CIIH HHOE He

MPEAYCMOTPEHO JICHCTRYIOLNM
3aKOHO1ATE/TbCTBOM. Kommanns HeceT
OTBETCTBEHHOCTD nepel cyOBEKTOM

IlepcoHanbHbIX JaHHBIX 3@  ACHCTBHSA  TAKOIo

TDETHETrO JHUA.

2.5 PabOTHHK 0053aH cobonars
KOH(QHICHLNAIBLHOCTE B OTHOWICHHH  JIIOOBIX
TepcoHaibHbIX JAHHBIX, K KOTOPbIM OH 110J1yYacT
AOCTVIL, 2 Takke  KoHpHAeHIManbHOCTH B
OTHOIWEHHH MHPOPMAIIMK O CPCACTBAX 3allMThI
[ epcoransubix JAHHBIX, 3IEMEHTax
pHhpacTpykTypbl  HH(POPMALIMOHHBIX  CHCTEM,
nnote1ypax. NpuHATLIX B KoMnanuu.



6. Transfer of Personal data abroad (cross-border
transfer)

6.1. The Personal data may be transferred by the
Operator to foreign counterparties in accordance
with the procedure established by the applicable
legislation.

6.2. Upon collection of the Personal data
including via information-telecommunication
network “Internet™ the Company provides

recording, syslematization, coiiccuion, slorage,
amendment (updating, change), extraction of the
Personal data of the Russian citizens with the use
of databases located within the territory of the
Russian Federation except for the cases specified
by the current legislation.

6. Tlepenaua IlepcoHaabHbIX JAHHBIX 33 rpaHHIy
(TpaHcrpannvHAg nepe1aa)

6.1. TTomumo obpabotkn TlepcoHalibHBIX JIaHHBIX

OnepatopoM  OHH  MOTYT  ObITh  Tl€pe/iaHbl
WHOCTPAaRFLIN  KOHTparentaMm B TOPSUIKe,
MPEAYC MO PCHHOM MPUMEHUMBIM

3AKOHO1ATC/ILCTBOM.

6.2. Tlpu cGope [lepcoHanbHBIX JaHHBIX, B TOM

uucne [10CPEACTBOM HH(pOPMALIHOHHO-
TeJIEKOMMYHUKAUMOHHONH  ceTn  «MHTepHET,
KoMmnanus ovECiie nBaeT 3ATIHC,
CHCTEMATH3ALHIO, HAKOIMJIEHHE, XpaHeHHe,
Y TOYHCHUE (oGHoBNCHME, H3MCHEHUE),

wissieuenne IlepconanbHbIX JIAHHBIX  I'Pak/laH
Poccuitckoii deaepaimn ¢ MCNojib3oBaHUEM 0a3

JAHHBIX, HAXOSIIHXCH Ha TEPPUTOPHH
Poccuiickoii  @exmepaniii,  3a  HCKJIKUYCHUEM
CITy4aeB. MPEAyCMOTPEHHBIX  JICHCTBYIOUIHM

3AKOHO1ATCITLCTBOM.



7. Rights of Personal data subjects to ensure
protection of Personal data kept by the Company

7.1. The Personal data subjects are granted by
rights specified in the Federal Law on Personal
data, in particular:

7.1.1. the right to access to the their Personal data,
including the right to require clarification of the
Personal data, its blocking or destruction if the
Personal data is incomplete, outdated. inaccurate,
illegally obtained or is not necessary for the stated
purpose of the processing, as well as take
measures provided by the current legislation to
protect their rights;

7.1.2. the right to challenge illegal actions or
inaction upon the processing of the Personal data
to the competent authority for protecting the rights
of the Personal data subjects or in court.

7.1.3. the right protect their rights and
legitimate interests, including compensation for
and (or) compensation for emotional

o

losses
damage in court,

7.1.4. the right to receive information regarding
the processing of their Personal data by the
Company within the volume set by the current
legislation.

7.2. For the purpose of ensuring protection of the
Personal data kept by the Operator, the
Employees shall have the following rights:

= to receive full information regarding their
Personal data and the processing thereof;

= to have access to their Personal data free of
charge, including the right to receive a copy of

any record containing the employees™ Personal
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7. Ipasa cydbextTor [lepcoHaNbHBIX JAHHLIX HA
sammTy ux IepcoHaibHBIX JAHHBIX, XPAHALIHXCH ¥
Komnanun

7.1, CyOwvextam  TlepcoHabHBIX  JIAHHBIX
MPEeJIOCTABIAIOTCA  paBa B COOTBETCTBHH
3akorowm o IlepcoHanbHBIX TaHHBIX, B YACTHOCTH:

7.1.1. npasc Ha poctyn k cBoum llepcoHanbHbIM
JAHHBIM, B TOM 4ucae npaBo  TpebGoBarth
yTouHeHHs CBOMX [lepcoHalbHBIX JaHHBIX, MX
ONOKMPOBAHMS MIIH YHUYTOKEHHS B Cllydae, ecli
Ilepconaibhble AaHHbIE SBISIOTCS HENMOJIHBIMM,
YCTapeBIIUMH,  HEJOCTOBEPHBIMH,  HE3aKOHHO
MOJAYHEHHBIMU WM HE ABIISIOTCS HEOOXOHMBIMH
3aABJIEHHONH  1ean  o0palOTKH, a Takke
NPEYCMOTPCHHBIC  JICHCTBYIOLIMM
MEpbl 110 3alIHTE CBOUX

Juis
NPHHUMATH
3aKOHO1ATeIbCTBOM
Mpas;

7.1.2. npaBo o0kaioBarh B YINOJIHOMOYECHHBIH
opras no samurte npas cyobexkros [lepcoHalibHbIX
JIAHHBIX HJTH cyaebHOM nopsjike
HETPABOMEPHBIE JCHCTBHA WIH Oe3AeHCTBUA 11PH
o0padorke ero IepcoHaNbHBIX JAHHbIX;

B

7.1.3. npaBo Ha 3aWMUTy CBOMX IpaB W 3aKOHHBIX
HHTCPECOR, B TOM YHCIIC Ha BO3MELIEHHE YOBITKOB
(M) KOMIEHCAUMIO MOpPAlbHOIO Bpela B
cyaeOHOM nopsake;

Ha nHdopmainm,
[lepconanbhbix
B o0beme,

JEHCTBYIOLIHUM

7.1.4.
Kacatwouleiicas  0bpaboTku
JIAHHBIX Kommawuticii
HPEIYCMOTPEHHOM
3aKOHO1ATCIILCTBOM.

ITOJTVUEHHE
cro

npaso

7.2. Jlna ueneit sammtel IlepconanbHbIX AaHHBIX,
xpanaunxes y  Onepatopa, Padornmkam
HPEAOCTABIAIOTCS CIEAYIOLINE 1paBa:

= [oay4ais TONMHVID HHGOPMAIMIO O CBOMX
[MepconaibibIX AaHHBIX H HX 00paboTKe;

= uMmeTh cBODOAHBIN  OecruatHelil  gocTyn K
ceouM llepcoHalibHBIM JIaHHBIM, H B TOM 4YHCIIE

IpaBo NnoJay4arhb KOITHH BCCX 3aTUCCH,



data, except where the current legislation provides
for otherwise;

to request removal of or correction to
incorrect or incomplete Personal data, as well as
data processed in breach of the requirements of

the current legislation:

to supplement his’her Personal data of an
evaluative nature with a written statement
reflecting the Employee’s own point of view;

to demand that the Employer notifies all
persons to whom incorrect or incomplete Personal
data have been communicated of amendments to
relevant Personal data and that the Employer
notifies all the recipients of his/her Personal data
of any amendments and modifications to such
Personal data.

7.3. Should the Operator decline to remove or
correct the Personal data, the Personal data subject
concerned  will

be entitled to file a written |
statement with the Operator stating his/her |

disagreement with an indication of the reasons for |

such disagreement.

7.4. Access to the Personal data is provided by the
Company to the Personal data subject or their
representative upon receipt of a request from the
Personal data subject or their representative.

cogepskammx  IlepconanbHele  aaHHBlE, 32
HCITIOUEHHEM  CIy4aeR, KoOraa JIeHCTBYIOIHM
3aKOHO1aTE/ILCTBOM NPEYyCMATPUBAETCA HHOE,

= T1peboBaTh VAAJTCHHA WIH  WUCIPABJICHHS
HEBepHLIX Wi HenonHbiX  IlepconanbHbIX
JIAHHBIX, a4 TaKkKe JaHHbIX, oOpadaTbiBaeMbIX ¢
HapylUeHHEeM TpedoBaHHIH JIHCTBYIOLLETO
3aKOHO/1aTE/THCTRA;

- JOMNOJIHATE  CBOH ﬂcpcouanbuuc JIAHHbLIC
OLICHOYHOTI'O Xapaxkrepa IMHCBMCHHBIMH
3AABJICHHAMHA, OTPAXKAWOUWHUMH  JIHYHYKO  TOYKY

3perns camoro Pabornuka;

tpeboBate o1 Pabotonarens yBelOMIIEHHUS
BCCX  JIMIL, KOTOpPLIM  OBITH  MpeJOCTaBIIEHBI
HeBepHble 1i1i Henoauele llepconanbHble 1aHHbIE
PaboThuka 00 HCTIPaBICHUN
coOTBETCTBYIOINX | lepcoHanbHBIX  JI@HHBIX, a
TaKKe HarpagiIcHus Paboronarenem
yBeIOMIeHHs BceM nosy4darensm ITepconanbubix
nanbbix  PaboTHuKa BCCX H3IMEHEHMAX H
JIOTIOJIHCHUAX,  BHECCHHBIX [Tepconanbubie
Jlannbie PaboTHHKA.

TAKOTro

000
B

7.3. B cayuasx, koiaa Oneparop OTKa3sbiBaeTcs
YAaJINTh WIH HCHPasnlb 11epcoHanbHbIe JaHHbIE,
cyObext llepcoHanbdbiXx JIAaHHBIX MMEET IPaBo
HanpasuTh  Komianuu  3adsjieHHe O CBOEM
HECOIIACHH C TakuM OTKa3oM B IHCBMEHHOH
(opMe ¢ yKazaHueM NpUYHH CBOCTO HECOTIacHs.

7.4. Jloctyn K cBouM llepcoHanbHBIM JIaHHBIM
npcaocTasisercs  cyonekty  llepcoHaibHBIX
JA4HHBIX WK ero npeicrtapuTento KoMnanuu npu
nosyueHud  3anpoca cybbekra llepcoHasibHBIX
JAHHBIX MM €0 NPeiACTaBUTEN.



8. Personal data processing of Employees

8.1.  Whenever there are changes to the
Employee’s Personal data, including changes of
permanent  residential  (registered) address,
temporary (actual) address, contact phone
numbers or in personal and family records (for
example, for the purpose of receiving payment of
maternity benefits), the Employee concerned must
notify the Employer accordingly and provide it
with relevant documents within ten (10) calendar
days of the date of any such change.

8.2. When the Employee’s Personal data can be
obtained from a third party only. the employee
concerned  shall  be  notified  accordingly,
beforchand, and shall be required to give the
Employer his/her written consent thereto. In this
case, the Employer shall inform the employee of
the purpose(s) for obtaining such data, possible
sources from where it is to be obtained, the nature

of Personal data sought, and the consequences of
the employee refusing to give the Employer
his/her consent to obtaining such data. l

8.3. Whenever decisions are made that affect an
Employee’s interests, the Employer will not have |
the right to rely on Personal data received
exclusively as a result of their computer-aided

processing or exclusively by electronic means of |
data transmission.
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8. OGpaborka IMepconaibubix 1annbix PadoTuukon

8.1. B ciyuae uamenenus IlepcoHanbHbIX JaHHBIX
PaGoThHuka, B TOM umncre w3MeHeHus ajpeca
MOCTOAHHOTO MECTa KMTEIbCTBA (PErHCTPALIMK),
ajpeca  BpeMeHHOro  ((hakTHyeckoro) Mecra
AHTCILCTBA, HOMEPOB KOHTAKTHLIX TenedoHoB
WJIH 1M4HBIX WM CEMEHHbBIX JIaHHBIX (Hanpumep,
HCOOXO/IMMBIC JAHHBIC U MOJYYCHHUS JILIOT W
KOMITEHCALIHH, CBA3AHHBIX ¢ OEpPeMEHHOCTBIO H
poOaMK, a TaKKe yxo/oMm 3a jetbMu), PaboTHuK
Jonxken uHdopmuposate 00 sToM PaGotoaareins
W MPEICTABHTL COOTBETCTBYIOIIHE JOKYMEHTHI B
Teyenue 10 (aecsTH) KaleHIApHBIX JHEH ¢ JaThl
TAKHX W3MEHEHHH.

8.2. B 1ex cnyuasx, korjaa IepconasibHbie 1aHHbIe
PaborHuka MOryt ObITh TIOJMYYEHBI TOJBKO OT
TpeTbux Jui, PaboTHUK OyJeT npeaBapuTCiibHO
nigewieH 06 atom.  PadoTHHK  NpejocTaBuT
PaGorotateno cBot¢ 1MHCBMEHHOE COTJIAacHE Ha
OJydeHMe  TakuxX JaHHbIX. B atom  ciyuae
Paboronareins yBenromur PabortHuka o uenu
(11eN19X) MONVUEHHS TAKHX JaHHbIX, BO3MOKHBIX

HCTOYHUKAX X TIOJyHEHWs,  XapakTepe
34lpatiBacMbIX nCpCOHaJ]beIX JAaHHbIX H
MOCHCJICTBHAX OTKa3a paﬁOTHHKa JaTh

Paboroaarciio cBoOE corjiacHe Ha NMOJIYHCHHC YTHX
JAdHHBIX.

8.3. [IpM npUHATHH pELISHHI, 3aTparHBaloLIHX
nHrepecsl Padorauka. PabGoromartens He HMmeeT
IpaBa OCHOBBLIBaTBCH Ha llepcoHalIbHBIX JaHHBIX
PaloTHiUKa, MOJYHEHHBIX  HCKITIOYHTEIIBHO B
pesyibiarte Hx asToMarusupoBaHHoi oOpaboTKm
WM YJICKTPOHHOTO MONYYCHHS.



9. Taking safety measures, preventing and detecting
violations, eliminating consequences of violations

The Company undertakes different measures for
performing its obligations, safety of Personal data,
preventing and detecting violations specified
below:

9.1. Legal measures: compliance with the
requirements of the Federal Law on Personal
Data, the Labor Code of the Russian Federation,

Resolution of the Government of the Russian
Federation No. 687 dated September 15, 2008 *‘On
approval of the Regulation on the processing
features personal data carried out without the use
of automation tools’, other regulatory legal acts,
tracking and timely responding to changes in the

current legislation in the field of Personal data,
information protection, sending requests for
clarification of legislation to authorized bodies,
participating in the discussion of draft regulatory

legal acts.

9.2. Organizational measures

9.2.1. Establishing rules for working with Personal |
data, appointment of the person responsible for
Personal data processing arrangement ‘

..... issuance of the documents defining the
Company’s Personal data policy, familiarization |
of employees with these Regulations, other local
acts, current legislation in the field of Personal

data '

9.2.3. Conducting training on the rules

working with Personal data, requirements ot the |

for

current legislation

|
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224,

| JIOKAIbHBIMH

| JAaHHbIMH,

9. lpuunarie vep Ge20nacHOCTH, NPEIOTBPAIIEHNS
" BLIABJICHUS HApYIIeHMii, yCcTpaHeHue
NOCHeACTBHI HAPYIUEHHS

Komnanus npeanpuunMaet pasinutbie Mepbl s
obecrieyeHHs BBINOJTHEHNS CBOMX 00OA3aHHOCTEH,
obecrievennio  OesonacHocTn  TTepcoHanbHbIX
JQUHLIN,  NPEeNOTBPALICHHA M BBIABICHHSA
HAPYLLCHHIT, OITMCAHHBIC HIWALC:

9.1. IpasoBeie Mepbl: cobuoieHne TpeboBanHil
3akoHa o llepcoranbhbix aauueix, TpyaoBoro
Koaekca Mdenepaiin,
lloctanosnenns  IlpasurtensctBa  Poccuiickoii
Weaepaunn - Ne 087  or  15.09.2008 «0O6
yisepadcHuun  Honomenns o6 ocobeHHOCTAX
00paboTkH MEePCOHANIbHBIX JIAHHBIX,
OCVILECTBAACMOH  0e3  MCIOJIb30BaHUA  CPEJICTB
ABTOMATH3ALMKY), HHBIX HOPMATHBHBIX [PABOBbLIX
OTCIIEKHBAHME W CBOEBPEMEHHOE
pPeATHPOBAHHE HA M3IMCHEHHMS JACHCTBYIOIETO
3akono1arenbeTBa B obnactn  IlepcoHasibHbIX
JIAHHBIX,  3alUMTBL  HH(OPMALMH, HalpaslieHHe
3AMPOCOB O PA3LACHSHUHN 3aKOHOJATENIbCTRA B
YIOJTHOMOYECHHBIE OpraHbl, yyacTHe B
OOCY/ICHHH TMPOCKTOB HOPMATHBHBIX MPABOBbIX

Poccuiickoit

dKTOB,

| AXTOB.

9.2, OprannsaltnoHHLIe Mepbl

Veranosaeune  npasua pabortbl ¢
[lepeconanblbLIMK JLAH T BIMH, Ha3HavYeHHe
CTBETCTBEHHOIO 3a Opranmsauno  obpaborTku
IICPCOHANIBHBIX JIAHHBIX
09.2.2. Hzianue JA0KYMCUTOR, onpeaeisiouiHx
[loanTuky Komnanuu B OTHOILECHHH
IepconaiibHbix JIAHHBIX, 03HAKOMJICHHE

PAasOTHHKOB ¢ HacTodumm TlonokenneM, HHBIMH
dKTaMH, JIEHCTBYIOLLHM
3akononare/beTBOM B cepe [lepcoHanbHbIMH
JIAHHBIX

9.2.3.  [Tllposeaenne  oOyuenus,
O1HOCHTEIBHO NpaBHa paboTbl ¢ [lepcoHalibHBIMU
IpedoBaHHit JACHCTBYHOLICTO

TPEHHHTOB

3dKOHOAATCIIBCTBA



9.2.4. Deletion / destruction of Personal data, the
purpose of processing of which has been achieved
or the ground for processing of which has
disappeared

9.2.5. Collection of only those Personal data that
are necessary for the exercising the Company’s

activities

9.2.6. Determination of access to Personal data

depending on the purpose of processing and
functionality of processing employees

9.2.7. Separate storage of Personal data,
depending on the purpose of processing and
functionality ot the processing employces

9.2.8. Responding to requests of Personal data
subjects, authorized bodies and officials

9.29. Conducting internal  checks  and 1
investigations in the event of violations of the

current legislation on Personal data. |

9.2.10. Conducting internal control by means of
scheduled and / or spot checks of processes
related to Personal data processing

90.2.11. Assessment of the damage that may be
caused to personal data subjects in case of
violation of the Personal Data Law, the ratio of |
the specified damage and the measures taken by |
the Operator aimed at ensuring the fulfillment of
the obligations of the Company. ‘

9:3, Techunical measires ]

9.3.1. Use of measures to protect Personal data. }

9.3.2. Blocking the information system. the user

upon detection of security events.
|
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9.2.4. Vnanenune / yunuroxenue lNlepconasibHbIX
JAHHBIX, Le/b 00pabOTKH KOTOPBIX JOCTHIHYTa
WM OCHOBAHME /U151 00padOTKH KOTOPLIX OTNAN0

9.2.5. Coop 1onbko 1ex TlepcoHanbHBIX JIAHHbBIX,

KOTOpBIC HeO0OX0MMBl  JUIS OCYUICCTRJICHHSA

jgestensHocTH KoMnannm

9.2.6. Pasrpannyenne gocryita K [lepcoHanbHbIM
JIAHHBIM B 3aBHCHMOCTH OT 1enaH o0padOTKH H

dyukunonasa  palOTHHKOB,  KOTOpblE  MX
o0pabaTbiBatoT

9.2.7. Pazucasnoe xpancuue TlepcoHasibHBIX
JIAHHBIX B 3aBHCHMOCTH OT 1leln o0paboTKH M
(yHkUHOHLIa  pabOTHUKOB,  KOTOpbIC — HX

0UpabarbiBakwT

0.2.X. PearupoBanue Ha oOpauieHus cyObLekToB
ITepconanbHbIX  JaHHBIX,  YIOJHOMOYEHHBLIX

OpPraHoOB H JIOJGKHOCTHBIX JIKL

9.2.9. BHYTPCHHUX TIPOBEPOK M
C.1yKeOHBIX IPH  BbIABJICHUHN
HAPYIICHMI 3akoHoaaTe/beTBa 0 TlepconanbHbIX

[Tposenenne
paccie0BaHui

JaHHBIX.
6.2.10.  [lposcicHue  BHYTPEHHETO  KOHTPO.IA
NVTEM IUIAHOBOI WM TOYEYHOH TNpPOBEPKH
MPOLECCOB, CBA3AHHBIX ¢ 00paboTKOM

flepcoHaIbHBIX JaHHBIX

9.2.11. Ouenka Bpena, KOTOPBI MOKET ObITh
NPHYHHEH CYOBEKTAM TEPCOHAIBHBIX JaHHBIX B
C.lyMae HApYLICHHA 3aKoHa O [epCOHalbHBIX

JGHHBIX, COOTHOUIEHHE VKA3aHHOTO Bpeda M
puHHMaeMbx OnepaTtopoM Mep, Hanpap/JeHHBIX
Ha oOecliedeHne  BuINOJHEHUs  0Dg3aHHOCTEH
Komnanun.

9.3. TexHnuecKHe McpbI

9.3.1. FICnonb30BaHKUe Mep 3A1HThI

FlepcoransubIX JaHHBIX,

9.2.2. baoknpoBaHHe HHPOPMAIIMOHHON CHCTEMBI,

noas3oBarens  0pu  o0HApyAKCHHH  COOBITHIA

OezodacHee .



9.3.3. Regular monitoring of security events,
installation of special monitoring programs
(including antivirus)

9.4. The Company may take other measures which
it considers necessary or which specified by the
current legislation. |

9.5. Violation response procedure

9.5.1. In the event of violation of requirements of
the current legislation on Personal data by the
Company. representatives,  officials,  other
employees. counterparties, and other persons, the
employee must inform the person responsible for L
Personai data processing arrangement about this

no later than the working day following the day |
the violation was detected.

9.5.2. The Person responsible for Personal data
processing  arrangement, upon  receipt  of
information about a violation, has the right, at
his/her discretion, to organize an internal check, to
conduct an investigation.

9.5.3. The Person responsibie for Personal daia |
processing arrangement develops measures of
elimination of consequences of vioiation.

9.5.4. In case of leakage of personal data (the fact
of illegal or accidental transfer (provision, |
distribution, access)) the Company within 24
hours notifies the authorized body, within 72 |
hours notifies the authorized body of the results of
the internal investigation with providing necessary |
information. i

|

3]
(L]

MOHUTOPHHT  COOBITHI
crienaIbHbIX

9.3.3.  PervispHsii
0e30MacHOCTH,  YCTAHOBJICHHE
POrPAMM MOHHTOPHHT A (BKJIIOYAs aHTHBHPYC)

0.4, KoMmnanuel MOryT rnpeanpiHuMaThcs HHbIC
MEpBI, KOTOPHIE OHA CHUTACT HEOOXOAMMBIMH HITH
KOTOpBIE JICHCTBYIONIUM

3AKOHOIATCIBCTBOM.

TpelyCMOTPEHBI

0.5, Mpoueiypa pearpoOBAHUA HA HApYNIEHNs

0.5.1. B caywae  BrisSIBJICHMS — HapyIICHHA
tpeboBanuii AEHCTBYIOILETO 3aKOHOAATENBLCTBA O
ITepeonanbHbIX JaHHLIX €O CTOPOHBI Kommann,
npeactTasnteaed,  JA0KHOCTHBIX  JIHILL  JIPYTHX
pabOTHHUKOB, KOHTPAr¢HTOB, MHBIX JIMIL PabOTHHK
00si3al CoOOLHTL 00 ITOM OTBETCTBCHHOMY 33
opranmzaiio o6pabotkn IlepcoHalbHBIX JaHHBIX
HC No3/Hee paboyero JHM, CIACAYIOLIETO 3a JIHCM
BbISIRJICHUS HAPYIIEHHS.

9.5.2. UTBETCTBEHHbIH 3a OpraHmaimtio
oupaboTKH [lepconanbHbIX JAHHBIX 1pu
HOCTYIUICHAN HH(POPMALIMK O HApYILIEHUH BIIPABE
VCMOTPEHHIO OpraHn3oBaTh

no CBOEMY

| BHYTPEHHIOK TPOBEPKY. TPOBECTH  clyskeOHoe

PaCcCIe/IOBAHNE.

9.5.3. OTBETCTBEHHbIM 3a OpraHn3aiuio
00pa0OTKIH Na3padaThizACT MEPBI MO YCTPAHEHHIO
NOCICACTBHI HapyLIEHUN.

054 B crydae yTeurki MepeoHalibHBIX JAHHBIX

(axta  HenpaBOMEPHOH  HIH
nepeaaun (nperocTaBlieHUs,
paciipocTpanenus,  jgoctyna))  Komnawns B
Tevdente 24 yacos  yBeAoOMJIsIET 00 3TOM
YIOIHOMOUCHHBI Oprad, B TeueHWe 72 4acos
VEEJIOMIISIET  VIIOJHOMOYEHHBIH — Oprai o
peiyiILTATaX  BHYTPEHHErO  paccieloBaHus ¢
11PEIOCTABICHHEM HEOOXO0IMMOI HHpOPMALIHH.

(yecTanoOBIICHHA
crryuaiinoil



10. Liability for breach of rules governing
processing and protection of Personal data

10.1. The Employee shall be obliged not to
disclose the Personal data of other employees or
other Personal data subjects. which is processed
by the Company, and which the Employee got
familiar with in the course of performance of
his/her employment duties.

10.2. The Employee shall be personally liable for
non-observation of requirements of the Personal
data legislation in relation to the Personal data of
individuals, which the Employee stores or
otherwise processes in his/her workplace, working
computer, or any other data storage devices,
owned by the Company for his/her private needs.
The Company shall not be liable for any
violations of the Employee with regard to the
mentioned Personal data.

10.3. Persons in breach of rules governing receipt,
processing and protection of the Personal data
bear disciplinary, administrative. civil law or
criminal liability in accordance with applicable
legislation.

10.4. The Company arranges for appointment of a
person responsible for Personal data processing
arrangement. The responsibilitics of such person
include:

control of compliance of the Company and
its employees with the requirements of these
Regulations and current Personal data legislation,

including requirements to  Personal data
protection;
- familiarization ~ of  the  Operator’s

employees with the provisions of the current
Russian legislation on the Personal data. local acts
on the Personal data processing
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1Ssues. | JIAHHBIX,

10.  OTBercTBeHHOCTH 32  HApYUIeHHe
PeryJIHpyioummx obpaboTky "
[MepconaabHBIX JaHHBIX

HOPM,
3amuTy

10.1.  PaGotumk  oOs3an  He  pasriamars
[lepconanbhbie gaHHbBie JApYrux pabOTHHKOB I
HHBIX  cyOBbekToB  TlepcoHanbHBIX  JIaHHBIX,
obpabateBaembele  KoMnadueii, kortopele emy
CTA/IM W3BCCTHBI B CBASH C BBINGIHCHUCM MM
CBOMX JIOJIKHOCTHBIX 0043aHHOCTEH.

10.2. PaboTHHK CAMOCTOSATEIBHO HeceTr
OTBETCTBEHHOCTh 3a cobOmoaenue TpeboBaHmii
3aKkoHoMarebeTBa o llepcoHanbHBIX JIAHHBIX B
otHoweHnn [TepcoHanbHbIX JaHHBIX (BH3HUECKHX
I, Kotopble PaloTHMK  XpaHMT WIH  HMHBIM
o0Opaszom 00pabaTsiBacT Ha CBOCM pabodeM Mecre,
pabo4yeM KOMIBIOTEpPe WJIH MHBIX HOCHTEINX
HHpOpMaLKK, npuHauekammux  Komnanuu, B
cBOMX JIMYHBIX uensx. Kommnanus He Hecer
OTBETCTBEHHOCTH 3a Kakue-1mbo  HapyuieHus,

aonyiieHusie  PaBorHukoM, B OTHOLICHHH
vkazaHHbIX [lepcoHanbHBIX AaHHBIX.
10.3. Jlvua, BHHOBHLIC B HApYILICHWHW HOPM,

PeryaupyIonmx 1mojayyucHue, odpaboTKy M 3aluTy

[TepcoHanbHbix JIAHHbIX, HeCyT
AUCHHMTUIMHAPHY IO, AJAMHHHCTPATHBHYIO,
Ipak1aHCKO-TPAaBOBY 1O HITH YTOJIOBHY1O
OTBETCTBEHHOCTh 3 COOTBETCTBHH e

JIEHCTBVIONINM 3aKOHOJATE/ILCTBOM.

10.4. Komnanusg obecrieyrBaeT HasHauyeHHWe JIMLa,
opranmsaiuio  o0paboTku
B oOssaHHocTH

OTBETCTBCHHOTO 34
[TepcoHaiibHbIX  JIAHHBIX.
VKa3aHHOIO JIM1a BXOJUT:

- KOHTPOJIb 32 coOmoaeHnem Komnanuei u
paboTHHKamMH TpeboBaHMI HACTOSAIIETO
[Monoxenns W ACHCTBYIONICTO 3aKOHOAATE/ILCTBA
o llepconanbHbIX JaHHBIX, B TOM  4HCIie
TpeboBannit k 3ammTe [lepcoHATBHBIX JTaHHBIX:

CBeJICHHS  pabdOTHUKOB
3aKOHOATC/ILCTRA
[TepconanbHbIX

Mo BONpoOcam

JIOBCJICHHEC 10
MOJIOKCHHI
Degepainn
AKTORB

Oneparopa
Poccuiickoii
JTOKAIBHBIX
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requirements to Personal data protection.

- arrangement of receipt and processing of
applications and requests of Personal data
subjects, and/or control over receipt and
processing of such applications and requests.

A person responsible for the Personal data
processing arrangement is appointed by order of
the authorized person.

24

o6paGotku lepcoHaibHbIX JaHHBIX, TpeOoBaHHi
K 3amute [lepcoHanbHBIX JTAHHBIX]

- opranuzauus  npuema  H - 00paboTKH
obpatueHuii H 3anpocoB cyObCKTOB
[TepcoHaNbHBIX JIAHHBIX W/WIIM - OCYIIECTBICHNE
KOHTpOJIS 3a TpHeMoM M 00padOTKOH TakHX
oOpalueHHii 1 3a1pocos.

JInuo, OTBETCTBEHHOE 3a OpraHu3alHio
00padoTkn lTepcoHanbHbIX JAaHHBIX, HA3HAYACTCH
NPHKA30M YITOJTHOMOYEHHOT O JIMLLA.



11. Miscellaneous

I1.1. These Regulations are an local act of the
Company and enters into force since signing.

11.2. These Regulations shall be amended and/or
supplemented if the legislation regulating the
Personal data changes, as well as if the need for
amendment/supplement arises.

I'1.3. Supervision of these Regulations shall be the
responsibility of the person responsible for
organizing Personal data processing in the
Company.

11.4. The responsibility for any breach of these
Regulations is determined in accordance with the
current legislation and local document of the
Company.

11. 3akimouuTe/IbHbIE OJI0KEHUS

11.1. Hacrosiee [Tonoxkenue ABJIACTCSH
BHYTPEHHUM JoKyMeHTOM KoMmnanum u BeTymaer

B CHJTY ¢ MOMEHTA NMOJAINHCAHHA.

11.2. Hacroguiee ITonoxenue MOJUICKHT
HU3IMZHCHHIO Hf]IIJ'IH JAOTIOJTHEHHUHKO B CIIy'—laC
M3MEHEeHHd  3aKkoHojarelbcTBa B o0JlacTH

perynuposanus [lepcoHanbHbIX JlaHHbBIX, A TAKKE
10 Mepe HEOOXOAMMOCTH.

11.3. HCTIONTHEHHMs  TpeboBaHMit
OCYUIECTBIISCTCA

obpaboTkn

KounTtpois
HACTOALLETO [Tonoxenus
OTBETCTBCHHBIM 33 OpraHU3alHIo
IMepconasibhbiX Janubix B Komnanun.

11.4.  OTBercTBEHHOCTH 3@ HEBBINOJIHEHHE
TpeboBanmii HACTOALLETO [MTonoxenns
orpesensercs B COOTBETCTBHHM € JICHCTBYIOLIMM
3AKOHOMATETBLCTBOM M BHYTPECHHUMH

AOKYMCHTAMH Komnanuu.,



